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Welcome to the March 2026 Edition of the IT Bulletin on
The Rise of Phishing & Digital Frauds: How Students Are the New Targets
This edition highlights the growing threat of phishing and digital frauds
targeting students. With increased online activity for academics,
internships, banking, and social media, cybercriminals exploit fake emails,
scholarship offers, internship links, and OTP scams to steal personal and
financial information.
The bulletin explains common fraud tactics and emphasizes the importance
of cybersecurity awareness, strong passwords, two-factor authentication,
and careful verification of suspicious links. In today’s digital world, staying
informed and alert is essential to protect one’s data and identity.
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In today’s hyper-connected digital era,
technology has transformed the way we
work, communicate, bank, and shop.
While this digital revolution has brought
convenience and speed, it has also
opened doors to a rapidly increasing wave
of cybercrimes. Digital frauds are no
longer isolated incidents—they are a
global epidemic affecting individuals,
businesses, and governments alike.

In India, the

rapid growth of
transactions and smartphone penetration

digital

has significantly increased exposure to
online scams. Fraudsters exploit user
ignorance, weak passwords, unsecured
networks, and social engineering techniques
to manipulate victims into sharing sensitive
information.

As digital ecosystems continue to expand,
awareness and proactive cybersecurity
practices are no longer optional they are
essential. Organizations must strengthen
their security infrastructure.

Digital fraud is not just a technical issue; it is
a societal challenge that demands collective
vigilance, technological innovation, and strict
regulatory enforcement.

Introduction: The Growing
Threat of Digital Frauds

From phishing emails and fake investment
schemes to identity theft and ransomware
attacks, cybercriminals are becoming more
sophisticated, organized, and financially
motivated. With the widespread adoption of
online banking, UPI payments, e-commerce
platforms, and social media, personal and
financial data has become a prime target.
According to global cybersecurity reports,
millions of people fall victim to digital fraud each
year, resulting in billions of dollars in losses.
What makes digital fraud especially dangerous is
its invisibility—victims often realize the damage
only after financial loss or data misuse has
occurred.




Phishing is a type of cybercrime in which
attackers attempt to steal sensitive
information such as usernames,
passwords, credit card numbers, or
personal data by pretending to be a
trustworthy source. These attacks usually
occur through emails, messages, or fake
websites that look legitimate. The goal of
the attacker is to trick the victim into
clicking malicious links, downloading
harmful  attachments, or  providing
confidential information.
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IPhishing attacks often appear to come from

banks, social media platforms, online
shopping sites, or well-known organizations.
The message may create a sense of
urgency, such as asking users to verify their
account immediately or warning that their
account will be suspended. Once the victim
clicks the link, they are directed to a fake
website that closely resembles the real one.
When the victim enters their login details, the
attacker gains access to that information.

Understanding Phishing Attacks
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There are several types of phishing attacks.
Email phishing is the most common, where
fraudulent emails are sent to many users. Spear

phishing targets specific individuals or
organizations using personalized information.
Smishing involves phishing through SMS

messages, while vishing uses phone calls to trick
victims into sharing sensitive details.

To protect against phishing attacks, users should
always verify the sender’'s email address, avoid
clicking on suspicious links, and check website
URLs carefully. It is also important to enable two-
factor authentication and keep software updated.
Organizations should provide cybersecurity
awareness training to help individuals recognize
phishing attempts.

In today’s digital world, understanding phishing
attacks is essential for protecting personal and
organizational information. By staying alert and
practicing safe online habits, individuals can
significantly reduce the risk of becoming victims
of phishing scams
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Another reason students are vulnerable
is their limited awareness of
cybersecurity threats. Many students
may not fully understand how phishing
emails, fake websites, or online fraud
work. Scammers take advantage of this
lack of knowledge by sending messages
that appear to come from trusted
sources such as educational
institutions, scholarship  programs,
online shopping sites, or job offers. In
some cases, students may click
suspicious links or share personal
information without realizing the
potential risks.

Students are also more likely to be
attracted to offers such as free
subscriptions, gaming rewards,

Students are often considered easy targets
for cyber scams because many of them
spend a large amount of time online using
social media, emails, and various digital
platforms. They frequently download apps,
join  online communities, and access
websites without always checking their ) ) )
security. Due to this high level of internet dlSCOUI’]tS., ) or part-time job
activity, scammers find more opportunities opport}Jnltles. Scammers use these
to approach students through fake attrac’Flve offers to trick studer_1ts |n_to
messages, links, or advertisements that 'reveallngT personal  or  financial
appear legitimate. information. Because students may'be
eager to save money or find
opportunities, they might act quickly
without verifying whether the offer is
genuine.  Increasing  cybersecurity
awareness and encouraging safe online
practices can help students protect
themselves from becoming victims of
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We are warning all students to stay alert
for a surge in job and housing scams
currently targeting campuses. The "fake
job" scam often begins with a text or emai
offering easy, high-paying work like
mystery shopper or personal assistant.
Once you are "hired," the scammer sends a
fake check and instructs you to deposit it,
keep some money as pay, and send the
remainder to a "vendor"—which is actually
the scammer. When the check bounces
days later, you are left owing the bank the
full amount. Similarly, in housing scams,
fraudsters post fake rental listings at
attractive prices, claim they cannot show
the property in person, and pressure you
to wire a deposit immediately to secure the
place. Never send money to someone you
haven't met, and always insist on viewing
property first.

CLICK HERE FOR
EASY MONEY?!

Common Types of

Student-Focused Scams

Additionally, be on high alert for urgent
communications that appear to come from within
the school. Scammers send emails posing as
professors, deans, or the financial aid office,
claiming you have an outstanding fee or a
problem with your aid that requires immediate
payment to avoid being dropped from classes.
These emails often contain poor grammar or
suspicious return addresses and may demand
payment through untraceable methods like gift
cards or wire transfers. Remember, legitimate
institutions will never ask you to pay for anything
with gift cards. If you receive a threatening or
urgent message demanding money, do not click
any links; instead, verify the request by
contacting the department directly through official
channels.

Finally, protect your personal information from
phishing attempts delivered via text message.
You might receive an alert claiming to be from a
delivery service, Netflix, or your bank, stating
there is a problem with your account or a
package and urging you to click a link. These
links lead to fake login pages designed to steal
your username, password, and other sensitive
data. Always navigate to official websites by
typing the address yourself rather than clicking
links in unsolicited messages. If something feels
too good to be true or creates a sense of panic,
trust your instincts, slow down, and report the
incident to Student Services or Campus Safety.




Fake internship and scholarship offers are
increasingly used by cybercriminals to target
students who are searching for career
opportunities and financial support. Fraudsters
often send emails, messages, or advertisements
on social media platforms claiming to offer
attractive internships, work-from-home jobs, or]
guaranteed scholarships from reputed companies
and universities. To appear genuine, they create
professional-looking websites, use official logos,
and send fake offer letters or certificates. Once a
student responds, the scammers usually ask for|
registration fees, training charges, or verification
payments. In some cases, they also request
sensitive personal information such as Aadhaar
numbers, bank details, resumes, or login
credentials, which can later be misused for
identity theft or financial fraud. Many scammers
also create a sense of urgency by claiming that
the offer is limited or must be accepted
immediately, preventing students from verifying
its authenticity. Because students are eager to
gain experience and financial assistance, they
often become easy targets for such scams.
Therefore, students should always verify
internship and scholarship offers through official
websites, avoid paying upfront fees, and consult
their college placement cell or trusted authorities
before sharing personal information.

STUDENT SCAM WATCH

HOW TO SPOT AND AVOID ONLINE TRAPS

Fake Internship and
Scholarship Offers
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Fake internship and scholarship offers have
become one of the most common digital frauds
targeting students. Scammers create attractive
messages through emails, social media, or
messaging apps claiming to provide high-paying
internships, guaranteed scholarships, or easy
work-from-home opportunities. These offers
often appear to come from well-known
companies or universities and may include
official-looking logos, websites, and documents
to appear trustworthy. Once a student shows
interest, the fraudsters wusually ask for a
registration fee, training fee, or personal
information such as bank details, ID proofs, or
login credentials. In many cases, after the
payment is made, the opportunity disappears
and the scammers stop responding. Since
students are actively looking for internships,
financial aid, and career opportunities, they are
particularly vulnerable to such traps. Therefore,
it is important for students to verify offers
through official websites, avoid paying upfront
fees, and be cautious of offers that seem too
good to be true.




Phishing on Social Platforms
Cybercriminals create cloned login pages that
mimic legitimate platforms using copied HTML
and CSS. Through URL spoofing and shortened
links, victims are redirected to fake domains
where credentials are harvested. Once login
details are captured, attackers gain
unauthorized access and may reuse the same
credentials across multiple platforms through
credential stuffing techniques.
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Social Engineering with Automation

Attackers enhance technical attacks using
psychological  manipulation. Fake profiles
impersonate HR representatives, influencers, or
trusted contacts. Automated tools help generate
multiple accounts and send bulk messages.
Urgency-based messages such as account
suspension warnings or limited-time offers are
designed to push users into revealing sensitive
information without verification.

Social Media and
Messaging App Frauds

Messaging App
Exploits

Messaging apps are commonly used for
OTP-based account takeover attacks. An
attacker initiates a password reset and
convinces the victim to share the one-
time password, leading to full account
compromise. Malicious APK files
disguised as scholarship or investment
apps are also circulated; once installed,
they request permissions to access SMS,
contacts, and banking information,
enabling financial fraud.

Student Vulnerability
& Defense

Students often reuse passwords, keep
public profiles, and delay enabling multi-
factor authentication, increasing
exposure to attacks. Protection requires
strong unique passwords, two-factor
authentication, verifying domains before
login, avoiding unknown APK downloads,
and monitoring unusual login alerts.

Social media and messaging frauds are
automated, scalable cyberattacks that
combine phishing infrastructure,

malware, and data exploitation. Technical
awareness and disciplined digital
practices are essential for prevention.




In today's digital world, your personal and
financial information is one of your most
valuable assets—and identity thieves know it.
Your name, address, date of birth, Social
Insurance Number, and banking details can be
used to open fraudulent credit accounts, make
unauthorized purchases, or even file fake tax
returns in your name. To protect yourself, treat
this information as carefully as you would cash.
Never carry your Social Insurance Number card
in your wallet, and only share it when absolutely
necessary for legitimate purposes like
employment or banking. Be extremely cautious
of anyone contacting you unexpectedly—by
phone, email, or text—asking for personal details.
Legitimate organizations like banks, government
agencies, and utility companies will never call or
email you out of the blue demanding sensitive

information or immediate payment.
.
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When it comes to safeguarding your finances, vigilance is
key. Make it a habit to review your bank and credit card
statements regularly, at least once a week, to spot any
unauthorized transactions early. Sign up for account alerts

notified of any withdrawals, purchases, or changes to your
accounts. When shopping or banking online, always ensure
the website is secure by looking for the padlock icon and
"https://" in the address bar. Avoid conducting financial
transactions over public Wi-Fi networks in places like coffee
shops or airports, as these connections are often unsecured

and can be easily intercepted by hackers. If you use peer-to-
peer payment apps or services like e-Transfers, always
double-check the recipient's information before sending

money, as these payments are typically instant and
irreversible.
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Protecting Personal

Finally, strong digital habits are your best
defense against cyber threats. Use strong,
unique passwords for every online account,
especially your email and banking logins.
Consider using a password manager to
generate and store complex passwords
securely. Enable Two-Factor Authentication
(2FA) or Multi-Factor Authentication (MFA)
wherever possible; this adds an extra layer of
security by requiring a second step—like a
code sent to your phone—to access your
accounts, even if your password is
compromised. Be skeptical of unsolicited
messages containing links or attachments, as
these are common methods used to install
malware or steal login credentials. By staying
informed, adopting these simple practices, and
trusting your instincts when something feels
off, you can significantly reduce your risk and
keep your personal and financial information
safe.
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[ Warning Signs of a Phishing Attempt
VI
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them before falling victim. One common too good to be true, such as winning a
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messages from official sources,
individuals can recognize phishing
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Phisher requests A spoofed
sensitive information website opens

Another warning sign is suspicious links or
attachments included in the message.
Phishing emails may contain links that lead
to fake websites designed to look exactly like
legitimate ones. However, the website URL
may contain spelling mistakes, unusual
characters, or a slightly different domain
name. In addition, phishing messages may
have poor grammar, spelling errors, or
unusual formatting, which indicates that the
message is not from a professional or official
source




If you realize that you have been scammed,
the first step is to act quickly and secure your
accounts. Immediately change the passwords
of any affected accounts such as email, social
media, or banking applications. If financial
information such as debit or credit card
details has been shared, contact your bank or
financial institution right away and request
them to block or freeze your card or account
to prevent further unauthorized transactions.

WHAT TO
DO IF
YOU'VE
BEEN

SCAMMED [

The next step is to report the scam to the
appropriate authorities. In India, victims
can report cyber fraud through the
National Cyber Crime Reporting Portal or
by calling the cybercrime helpline
number 1930. Reporting the incident
helps authorities investigate the fraud
and may help prevent the scammer from
targeting other people. Keep all evidence
such as emails, messages, screenshots,
or transaction details, as these can be
useful during the investigation.

Steps to Take If You Are Scammed

Finally, it is important to stay alert and carefully
monitor your bank accounts, credit cards, and
digital payment applications for any unusual or
unauthorized transactions. If you notice
anything suspicious, inform your bank or
payment service provider immediately. You
should also notify your contacts if the scam
involved your email or social media accounts,
as scammers sometimes use hacked accounts
to target others. Consider enabling two-factor
authentication on important accounts and
updating your passwords regularly to
strengthen your security. It is also helpful to
learn about common online scams such as
phishing emails, fake job offers, lottery scams,
and fraudulent investment schemes. Being
aware of these tactics can help you recognize
warning signs in the future. By staying cautious,
protecting your personal information, and
reporting  suspicious activities promptly,
individuals can reduce the risk of future scams
and maintain better control over their personal
and financial security.

STEPS YOU SHOULD TAKE IF YOU THINK YOU ARE A

VICTIM OF AN INTERNET FRAUD OR SCAM
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Creating a Cyber-Aware
Student Community

\

Creating a cyber-aware student community is
(01011 o M-IV o= ST I (0 g e I gV AR S i mportant in today’s digital world where students
gl IR (oI o (o] (=Yo MY/ 0 s M a e [/ [s VEISR o] e f requently  use  the internet  for  learning,
o[(\ VTR (g CETERNG N oy (S R G eI =W B communication, internships, and social networking.
SIUCERIERCLEVAS SRRl RO RINERNSince students are often targeted by cybercriminals
online for education, communication, and career through phishing emails, fake job offers, scholarship
ool TILCERICI RUEL CERUEIURSCICNIEIRENEIEM s cams, and malicious links, building awareness within
R U BRSO R EICRRCEINTIIAR  h e student community can greatly reduce the risk of
LUECELC IR SRR SRS IR igital fraud. Schools and colleges can encourage
pnllne t.hreats S,UCh .as phishing er_nfalls, .fake cybersecurity awareness by organizing workshops,
internship offers, identity theft, and malicious links. seminars, and awareness campaigns that teach
Educe.lﬁ.o nal inStitUtions.Can promote awareness by students’ how to identify suspicious emails, fake
2;?:;;;?5,C);atzrsticr::i:%gWzgksssr:gsss, ti:? r?gi; websites, and fraudulent messages. Stud.ents should
students how to identify suspicious messages, also be educated about safe online practices such as

using strong passwords, enabling two-factor

protect their personal data, and use strong R 72 ) ) )

N R S T B e R e e sy s e ez oN unknown platforms, and regularly updating their
TN = O S = e B ol N Lo e LI Lo o -E - =W d evices and software. Peer learning can also play a
o] (o1 ([ol=- AT/ =T B (16 LT T T (1= VAR TR k ey role, where students share knowledge about new
[ {oT T[T g R To T AN EUACToE [ ERE e BT ol oo i M-ETa M scams  and  help others stay alert. Creating
QTR N CII V7N elel ChIIE INEIER IRV CEICEREREIEI@ Cy bersecurity  clubs, online awareness groups, and
[T EURCT VIl Iy CT L (O CIETa T CRR =TI IR RETO I BB campus  campaigns can further promote responsible
Iy LR O Rel AL CIER I CVE L RO TCICUINESNNEN i sital behavior. When students actively participate in
also empowers students to become responsible spreading awareness and supporting each other, it
and informed digital citizens. helps build a safer and more informed digital
environment. A cyber-aware student community not
only protects individuals from online threats but also
encourages responsible use of technology and
prepares students to navigate the digital world safely.
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